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XKTAN.00101-01 94 01. Kpuntollpo CSP. APM BbipaboTku BHelLHel ramMmbl

© 000 «KPUNTO-MPO>x», 2000-2019. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokymeHT BxoauT B KOMMekT noctaBku nporpammHoro obecnedveHns CK3U Kpuntollpo CSP Bepcum 5.0 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
TPETLUM JINLAM C KOMMEPHECKON LENbIO.
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AHHOTaUMNSA

Hactosiwunin gokymeHT onpegensietr Tpebosanus k APM u nopsfok v3rotoeneHus BHeWHeli ramMmbl, UCMONL3YEMONR B
KayecTBe MCXOLHOro MaTepuana Ans MHWLWANU3aLumM NporpaMmHoro gatymka caydaiitbix dncen (ACH) 8 CK3M Kpuntollpo
CSP Bepcusi 5.0 KC1 UcnonHenns 1-Base B coctaBe cepBepoB Ha annapaTHO-NPOrpaMMHbIX naatdopmax, Afs KOTOPbIX B
HaCTOsILLEE BPEMSI HE CYLLECTBYET nognepxusaembix dpusundeckux JCH.

1 TpeboBaHnsa K BHelLHeW ramme

K BHellHell ramMme, MCNosb3yeMoii B KayeCTBe WCXOAHOrO MaTepuana Ans WHULMAAW3ALUM NPOrpaMMHOrO AaTymka
cnyyaiinbix yucen (MACH) 8 CK3M Kpuntolpo CSP, npepbssnsiores cnepyowme Tpebosarus:

1) BHewHss ramma siBnsieTcsi KOHUAEHUNANBHOM.

2) Tamma npepcraBisieTcsi OTpe3Kamu PaBHOBEPOSITHON CllydaiiHoii buHapHol nocnefoBaTeNbHOCTM pa3mepa 256 6uT
(32 baiita).

3) Tamma Ha HocuTensix (oTuyxpaemblii Hocutens, KM/ NMIBM) npeacrasnsietcs B dhopmaTe chaiina, copepaliero
3afaHHOE KOJINHECTBO OTPE3KOB C KOHTPOJIbHON CymMoii (4 baliTa) Kaxxaoro oTpeska.

4) [ns noBblWEHUS HAZEXHOCTU 3anNnNcn/CHNTBIBAHUS FraMMbl C HoCcuTens daiin ¢ rammoli Aybampyetcst Ha HocuTene B
OBYX AVNPEKTOPUSIX.

5) Hocutenb ramMmbl JOSDKEH JONycKaTb NOCAELOBATENbHOE CHUTHLIBAHME OYEPELHOTO OTPE3KA C €ro 3alUUTHLIM KOLOM
C KoHua cpalina n nepemelyeHnem konua daiina (EOF) na 36 6aiitos.

2 TpeboBaHusa k APM BbipaboTKn BHelLlHeW raMmmbil

BbipaboTka BHelwHeli raMMbl W 3annMcCb €€ Ha OTYY)KAEMblE HOCMTENM NpPOU3BOAUTCS Ha aBToHoMHOM APM,
PYHKLMOHMPYIOLWEM B CEAYIOLWUX NPOrPaMMHO-aNnnapaTHbIX CPeaax:

e Windows 7/8.1/10/Server 2003/2008 (x86, x64);

e Windows Server 2008 R2/2012/2012 R2/2016 (x64).

Ha APM ycraHaenugatoTcs:

1) CK3U «Kpuntollpo CSP» c snektpoHHbim 3amkom «Cobonb». B nactpoiike CK3W «Ceoiictea Kpuntollpo
CSP/obopynoBatue/paTunku ciydaliHbix Hucen» LOSKeH ObiTh ocTasieH Toabko « Cobonby».

2) VTtunnTa genkpim BbipaboTKM BHeWHel rammsl;

3) YcrpoiicTea BbIBOZA BHELIHEl FraMMbl Ha Tpebyemble TUMbl OTHYXKAAEMbIX HOCUTENEN, PA3PELLEHHBIX K UCMO/Ib30BaHMIO
B CK3W «Kpuntollpo CSP>.

APM dyHkymnorupyet no cxeme (cm. Pucyrok 1):
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YTunura genkpim
(BBOouTCS ¢ KOMaHIHOW CTPOKH )

v
CK3H «KpunrolIpo CSP»
(Mcnons3yetes ¢pynkuus CryptGenRandom)

\ 4

@aiin Kis 1

\ 4 \ 4

Hupekropus DB1 Jupextopus DB2

A\ 4 \ 4

Hocurens BHeHeH raMMbl

Pucyrok 1. Cxema dyHkumoHuposarus APM BbipaboTku BHelHel ramMbl

3 [lopspgok n3rortoBaeHnsa HocuTenem C BHeELWHen raMmmorn

W3roToenenune BHewHeii rammel Ha APM obecnednBaercs yTunutoii genkpim.

[ns n3rotoBneHns BHelUHell raMMbl C KOMaHAHO CTPOKW NPOW3BOAMTCA 3aMycK yTUANTLI genkpim:
genkpim.exe y n <p>

3peck y — HeobxofyMoe KONNYECTBO C/Iy4aliHbIX OTPE3KOB FaMMbl fJ151 3aMUCK Ha HOCUTENb,

p — nyTb, Mo koTopoMy 3anucaHbl gupektopun DB1 n DB2 (ecan nyTb He ykasaH, To no ymonuaHuto nget obpatieHne
K AMCKyY a:),

I — HOMEp KOMMJIEKTA BHELUHeW ramMmbl (8 cuMBOsIOB B 16-pnyHOM Kofe).

B pesynbTate BbINOMHEHNS! KOMaHAbI TEHEPUPYETCS 3aZaHHbIN 0b6beM MaTepnana BHewwHeR raMmmbl u hopmupyetcst chaiin
kis_1, copepxalwinii y oTpesko rammbl no 36 baiitos (32 balita — oTpe3ok rammbl, 4 baliTa — KOHTPOJIbHAsi CyMMa OTpe3ka
ramMmmbt).

@aiin kis_1 no nytu p gybnauposanuem B age aupektopun DB1 u DB2 3anucbiBaeTcsi Ha HOCUTENb BHELWHER ramMbl.

4 Vicnonb3oBaHue BHewHel rammbl B8 CK3WU

BHewHas ramma ucnonb3yercss B KayecTBe ucxogHoro matepuana gnst uumumanusauun MNACH 8 CK3U B coctase
CEpBEPOB Ha annapaTHO-MPOrpaMMHbIX NaaTgopMax, 4jsi KOTOpbIX B HacTosiwee Bpems He cywecteyeT [MTAK sawmTer ot HC/,
WA 3EKTPOHHOro 3aMKa ¢ cpusmyeckum JCH.

Onsi ncnonbsosanuns srewwHeid rammbl 8 CK3W grnpektopun DB1 v DB2 c dhaiinom kis 1 3anuceiBatoTCst C OTHYKAIEMOrO
HOCUTENSI BHELUHeN raMMbl Ha XKECTKUIA JUCK cepBepa.

Ons nepennuymanusauyun coctosHus MOCH, npoussogumoil npu KakfoM CO34aHUM KAKOYEBOrO KOHTeliHepa M mpu
reHepaLumn KaXK4oro 3akpbiTOro nosib30BaTeNbCKOro KJto4Ya, UCNONb3YETCsl ABa OYepefHbIX OTPe3Ka raMMbl OT KoHua haiinos
kis 1 B gupektopusix DB1 n DB2 Ha »ecTkom gucke.

BecnosTopHoe unCNONbL30BaHWE OTPE3KOB raMMbl MW UX OTOpPaKOBKA MPOBEPKONA KOHTPOJIHOW CyMMbl B npouecce
dyHkumnoHnpoBaHus cepsepa obecnednsaetcs cpegcreamu CK3W. Jybnupyemble 8 gupektopusix DB1 n DB2 oTtpesku rammsi
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B C/ly4Hae UX HecoBnaA€HUA UTrHOPUPYHOTCA.

5 TpeboBaHusa no besonacHocTu

Mpn skcnnyatauun APM BbipaboTkn BHeLIHel ramMMbl 1 MCMOJIb30BAaHUN OTYY)KAAEMbIX HOCUTENER BHELUHEA ramMbl
AOJIKHbI BbINOJIHATBLCA TPE6OB3HV|9|:

1) APM BbipaboTkn BHELWHER raMMbl pa3MeLLaeTcst B OfHON KOHTPOIMPYEMOIli 30HE C CEPBEPOM, B KOTOPOM BHELLHSIS
ramma UCnosb3yeTcs.

2) WsrotoeneHune HocuTenell C BHELIHEN raMMOIi OCYLLECTBASETCS TOALKO aAMUHUCTPAaTOPOM CEPBEPA MJIN 3aMEHSIIOLLM
€ro ANLOM, SOMNYLUEHHBIM K KJHO4aM CepBepa.

3) Ha HocnTenmn ¢ 3anucaHHOl Ha HUX BHELIHEN raMMOili pacnpocTpaHstoTcs TpeboBaHNs Mo 0BPaLLEHMIO C HUMU KaK C
kntodesbiMu fokymerTamu (n.6.7 XKTAK.00101-01 91 01. PykosoacTeo agmunuctpatopa besonacHoctu. Obuias vactb).

4) Mocne 3anncu BHEWHEA raMMbl C OTHYXXAAEMOrO HOCMTENS HAa >KECTKUN AMCK CepBepa OTHYXAAeMblli HOCUTENb
BoKeH bbITb nepedhopMaTUpoBaH C OU3NYECKNM YHUHTOKEHNEM BCEX AAHHBIX WUAN YHUHYTOMEH.

5) JonxHbl cobntogatbcst TpeboBaHMsi 3KCnayaTaumoHHol gokymentaumnm na CK3W, B uvactHoctu, Tpebosanus
dopmynsipa XXTHAK.00101-01 30 01.
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